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QUESTION: 1
Which two statements are true about a switched virtual interface (SVI)? (Choose two.)

A. An SVI is created by entering the no switchport command in interface configuration
mode.
B. SVI is another name for a routed port.
C. Multiple SVIs can be associated with a VLAN.
D. An SVI is created for the default VLAN (VLAN1) to permit remote switch
administration by default.
E. An SVI provides a default gateway for a VLAN.

Answer: D,E

Explanation:
On a multilayer switch, you can also enable Layer 3 functionality for an entire VLAN on
the switch. This allows a network address to be assigned to a logical interface-that of the
VLAN itself. This is useful when the switch has many ports assigned to a common
VLAN, and routing is needed in and out of that VLAN.The logical Layer 3 interface is
known as an SVI . However, when it is configured, it uses the much more intuitive
interface name vlan  vlan-id , as if the VLAN itself is a physical interface. First, define
or identify the VLAN interface, and then assign any Layer 3 functionality to it with the
following configuration commands:
Switch( config)# interface vlan vlan-id
Switch( config-if)# ip address ip-address mask [secondary]
The VLAN must be defined and active on the switch before the SVI can be used. Make
sure the new VLAN interface is also enabled with the no shutdown interface
configuration command.

QUESTION: 2
Which three WLAN statements are true? (Choose three.)

A. Another term for infrastructure mode is independent service set (IBSS).
B. Ad hoc mode allows mobile clients to connect directly without an intermediate AP.
C. The Aironet 1230 access point is an example of an access point that operates solely as
a lightweight access point.
D. A lightweight AP receives control and configuration from a WLAN controller to
which it is associated.
E. WLANs are designed to share the medium and can easily handle an increased demand
of channel contention.
F. A WLAN client that is operating in half-duplex mode will delay all clients in that
WLAN.

Answer: B,D,F
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Explanation:
The 802.11 standard specifies a Carrier Sense Multiple Access/Collision Avoidance
(CSMA/CA) transmit-recieve environment. Therefore, all 802.11 are half-
duplex/simplex in nature .Lightweight access points first search for a WLAN controller
using LWAPP in Layer 2 mode. Then the access point searches for a WLAN in Layer 3
mode.  The control traffic between the access point and the controller is encapsulated
with the LWAPP. The control traffic is encrypted via the Advanced Encryption Standard
(AES).  Lightweight APs need configuration and control information from a WLAN
controller

Incorrect Answer:
A: Ad hoc mode: This mode is called Independent Basic Service Set (IBSS). Mobile
clients connect directly without an intermediate access point.

QUESTION: 3
Refer to the exhibit. Based on the running configuration that is shown for interface
FastEthernet0/2, what two conclusions can be deduced? (Choose two.)

A. Connecting a host with MAC address 0000.0000.4147 will move interface
FastEthernet0/2 into error disabled state.
B. The host with address 0000.0000.4141 is removed from the secure address list after 5
seconds of inactivity.
C. The sticky secure MAC addresses are treated as static secure MAC addresses after the
running configuration is saved to the startup configuration and the switch is restarted.
D. Interface FastEthernet0/2 is a voice VLAN port.
E. The host with address 0000.0000.000b is removed from the secure address list after
300 seconds.
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Answer: C,E

Explanation:
The time aging_tim e keyword specifies the aging time for this port. Valid range for
aging_time is from 0 to 1440 minutes. If the time is equal to 0, aging is disabled for this
port.  In this case, the aging time is set for 5 minutes, or 300 seconds.You can configure
an interface to convert the dynamic MAC addresses to sticky secure MAC addresses and
to add them to the running configuration by enabling sticky port security . To enable
sticky port security, enter the switchport  port-security mac-address sticky command.
When you enter this command, the interface converts all the dynamic secure MAC
addresses, including those that were dynamically learned before sticky learning was
enabled, to sticky secure MAC addresses.The sticky secure MAC addresses do not
automatically become part of the configuration file, which is the startup  configuration
used each time the switch restarts. If you save the running config file to the
configuration file, the interface does not need to relearn these addresses when the switch
restarts.

Reference:
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/configuration/gu
ide/port_se c.html

QUESTION: 4
Which three statements are correct with regard to the IEEE 802.1Q standard? (Choose
three.)

A. the packet is encapsulated with a 26 byte header and a 4 byte FCS
B. the IEEE 802.1Q frame retains the original MAC destination address
C. protocol uses point-to-point connectivity
D. the IEEE 802.1Q frame format adds a 4 byte field toa Ethernet frame
E. protocol uses point-to-multipoint connectivity
F. the IEEE 802.1Q frame uses multicast destination of 0x01-00-0c-00-00

Answer: B,C,D

Explanation:
The IEEE 802.1Q protocol can also carry VLAN associations over trunk links.
However, this frame identification method is standardized, allowing VLAN trunks to
exist and operate between equipment from multiple vendors. In particular, the IEEE
802.1Q standard defines an architecture for VLAN use, services provided with VLANs,
and protocols and algorithms used to provide VLAN services. Like Cisco ISL, IEEE
802.1Q can be used for VLAN identification with Ethernet trunks. Instead of
encapsulating each frame with a VLAN ID header and trailer, 802.1Q embeds its
tagging information within the Layer 2 frame. This method is referred to as single-
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tagging or internal tagging .802.1Q also introduces the concept of a native VLAN on a
trunk. Frames belonging to this VLAN are not encapsulated with any tagging
information. In the event that an end station is connected to an 802.1Q trunk link, the
end station can receive and understand only the native VLAN frames. This provides a
simple way to offer full trunk encapsulation to the devices that can understand it, while
giving normal access stations some inherent connectivity over the trunk.

QUESTION: 5
What does the auto qos voip cisco-phone command do?

A. If a Cisco IP phone is attached and removed, the switch continues to trust theCoS
values as long as the switch is not rebooted.
B. If a Cisco IP phone is attached, the switch trusts theCoS.
C. It turns on STP to see if a Cisco IP phone is attached.
D. The switch assigns aCoS value of 5 to incoming packets.
E. It disables the trust boundary feature because the switch knows a Cisco IP phone is
attached.

Answer: B

QUESTION: 6
Refer to the exhibit. Which three statements are true about trust boundaries in the
campus network? (Choose three.)

A. Classification and markingoccur using 802.1ab QoS bits before reaching the trust
boundary.
B. A device is trusted if it correctly declassifies packets.
C. A device is trusted if it correctly classifies packets.
D. Network trust boundaries are automatically configured in IOS version 12.3 and later.
E. The outermost trusted devices represent the trust boundary.
F. For scalability, classification should be done as close to the edge as possible.

Answer: C,E,F
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QUESTION: 7
Refer to the exhibit.
Which three statements accurately describe this GLBP topology? (Choose three.)

A. Router A is responsible for answering ARP requests sent to the virtual IP address.
B. If Router A becomes unavailable, Router B will forward packets sent to the virtual
MAC address of Router A.
C. Router A alternately responds to ARP requests with different virtual MAC addresses.
D. Router B will transition from blocking state to forwarding state when it becomes the
AVG.
E. If another router were added to this GLBP group, there would be two backup AVGs.
F. Router B is in GLBP listen state.

Answer: A,B,C

QUESTION: 8
Which set of statements describes the correct order and process of a wireless client
associating with a wireless access point?

A. 1. Client sends probe request.
2. Access point sends probe response.
3. Client initiates association.
4. Access point accepts association.
5. Access point adds client MAC address to association table.
B. 1. Client sends probe request.
2. Access point sends probe response.
3. Access point initiates association.
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4. Client accepts association.
5. Access point adds client MAC address to association table.
C. 1. Access point sends proberequest .
2. Client sends probe response.
3. Client initiates association.
4. Access point accepts association.
5. Client adds access point MAC address to association table.
D. 1. Access point sends proberequest .
2. Client sends probe response.
3. Client initiates association.
4. Access point accepts association.
5. Access point adds client MAC address to association table.
E. 1. Client sends probe request.
2. Access point sends probe response.
3. Client initiates association.
4. Access point accepts association.
5. Client adds access point MAC address to association table.

Answer: A

QUESTION: 9
Refer to the exhibit. Which statement is true when voice traffic is forwarded on the same
VLAN used by the data traffic?

A. The voice traffic cannot be forwarded to the distribution layer.
B. The voice traffic cannot use 802.1p priority tagging.
C. Port security cannot be enabled on the switch that is attached to the IP phone.
D. Quality of service cannot be applied for the voice traffic.

Answer: B

Explanation:
You can configure a port connected to the Cisco IP Phone to send CDP packets to the
phone to configure the way in which the phone sends voice traffic. The phone can carry
voice traffic in 802.1Q frames for a specified voice VLAN with a Layer 2 CoS value. It
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can use 802.1P priority tagging to give voice traffic a higher priority and forward all
voice traffic through the native (access) VLAN. The IP phone can also send untagged
voice traffic or use its own configuration to send voice traffic in the access VLAN. In all
configurations, the voice traffic carries a Layer 3 IP precedence value (the default is 5).If
the Cisco IP Phone and a device attached to the Cisco IP Phone are in the same VLAN,
they must be in the same IP subnet. These conditions indicate that they are in the same
VLAN:
-
They both use 802.1p or untagged frames.
-
The Cisco IP Phone uses 802.1p frames and the device uses untagged frames.
-
The Cisco IP Phone uses untagged frames and the device uses 802.1p frames.
-
The Cisco IP Phone uses 802.1Q frames and the voice VLAN is the same as the access
VLAN.

Reference:
http://www.cisco.com/en/US/products/hw/switches/ps5206/products_configuration_guid
e_chapter09186a00801a64ea.html

QUESTION: 10
Refer to the exhibit. Based on the debug standby output in the exhibit, which HSRP
statement is true?

A. DSW111 is the active router because it is the only HRSP-enabled router on that
segment.
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B. DSW111 is the active router because the standby timer has been incorrectly
configured.
C. DSW111 is the active router because it has a lower priority on that VLAN.
D. DSW111 is the active router because it has a lower IP address than the tying priority
router on that VLAN.
E. DSW111 is the active router and is advertising the virtual IP address 10.10.10.111 on
VLAN 11.

Answer: A

QUESTION: 11
What is the default VTP advertisement for subset advertisements in Catalyst switches
that are in server or client mode?

A. 1 minute
B. 10 seconds
C. 5 seconds
D. 5 minutes
E. 30 seconds

Answer: D

Explanation:
Periodic ( default is 5 minutes)  VTP advertisements are sent out each trunk port with the
multicast destination MAC address 01-00-0C-CC-CC-CC. VTP advertisements contain
the following configuration information: VLAN IDs (ISL and 802.1Q) Emulated LAN
names ( ATM LANE ) 802.10 SAID values (FDDI) VTP domain name VTP  r VLAN
configuration, including the maximum transmission unit (MTU) size for each VLAN
Frame format

QUESTION: 12
What information can be drawn from the output presented in the following exhibit?
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A. Interfaces FastEthernet3/1 and FastEthernet3/2 are candidates for becoming the STP
root port, but neither can realize that role until BPDUs with a superior root bridge
parameter are no longer received on at least one of the interfaces.
B. Devices connected to interfaces FastEthernet3/1 and FastEthernet3/2 are sending
BPDUs with a superior root bridge parameter and no traffic is forwarded across the
ports. Once the inaccurate BPDUs have been stopped, the interfaces will need to be
administratively shut down, and brought back up, to resume normal operation.
C. Devices connected to interfaces FastEthernet3/1 and FastEthernet3/2 are sending
BPDUs with a superior root bridge parameter and no traffic is forwarded across the
ports. Once the inaccurate BPDUs have been stopped, the interfaces automatically
recover and resume normal operation.
D. Devices connected to interfaces FastEthernet3/1 and FastEthernet3/2 are sending
BPDUs with a superior root bridge parameter, but traffic is still forwarded across the
ports.

Answer: C

QUESTION: 13
Which two statements are true about best practices in VLAN design? (Choose two.)

A. Routing should occur at the access layer ifvoice VLANs are utilized. Otherwise,
routing should occur at the distribution layer.
B. Routing should not be performed between VLANs located on separate switches.
C. Routing should always be performed at the distribution layer.
D. VLANs should be localized to a single switch unlessvoice VLANs are being utilized.
E. VLANs should be localized to a switch.

Answer: C,E

642-812

10



Explanation:
In the distribution layer, uplinks from all access layer devices are aggregated, or come
together. The distribution layer switches must be capable of processing the total volume
of traffic from all the connected devices. These switches should have a port density of
high-speed links to support the collection of access layer switches.VLANs and broadcast
domains converge at the distribution layer, requiring routing, filtering, and security. The
switches at this layer must be capable of performing multilayer switching with high
throughput. Only certain Catalyst switch models can provide multilayer switching; be
sure to understand which ones can do this.A switched environment offers the technology
to overcome flat network limitations. Switched networks can be subdivided into
VLANs. By definition, a VLAN is a single broadcast domain. All devices connected to
the VLAN receive broadcasts from other VLAN members. However, devices connected
to a different VLAN will not receive those same broadcasts. (Naturally, VLAN members
also receive unicast packets directed toward them from other VLAN members.) A
VLAN consists of defined members communicating as a logical network segment. In
contrast, a physical segment consists of devices that must be connected to a physical
cable segment. A VLAN can have connected members located anywhere in the campus
network, as long as VLAN connectivity is provided between all members. Layer 2
switches are configured with a VLAN mapping and provide the logical connectivity
between the VLAN members.

QUESTION: 14
Refer to the exhibit.
Which two statements are true about the required switch configurations to support a
voice VLAN? (Choose two.)

A. CDP must be disabled on the switch port to prevent interference between CDP
messages and voice traffic.
B. Port security cannot be configured on a port that is configured for a voice vlan.
C. Static secure MAC addresses should be configured on voice vlan ports to prevent
access by devices other than IP phones.
D. CDP must be enabled on the switch port to allow configuration information to be
passed to the IP phone.
E. Portfast must be enabled on the switch port.
F. 802.1x authentication cannot be configured on a port configured for a voice vlan.

Answer: D,E
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